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ABSTRACT 

Electronic health records (EHRs) are increasingly being stored in mobile cloud environments, which merge 

mobile technology with cloud computing to make it easier for patients and healthcare professionals to share 

medical data. With the help of this cutting-edge paradigm, healthcare services may be provided at minimal 

operational costs with a great degree of flexibility. This new paradigm does, however, bring up issues with 

network security and data privacy for e-health systems. The correct transmission of EHRs amongst mobile users 

while maintaining strong security standards in the mobile cloud is a challenging issue. In this work, we offer a 

distinctive EHRs sharing structure using a mobile cloud platform and the decentralised interplanetary file 

system (IPFS). We provide a trustworthy access control solution that makes use of smart contracts in particular 

to facilitate secure EHR exchange between various patients and medical professionals. On a mobile app utilising 

Amazon cloud computing, we provide a functional prototype of an Ethereum block chain implementation in a 

real-world data sharing situation. The actual results show that our concept offers a workable method for secure 

data transfers on mobile clouds while protecting sensitive health data from threats. The system evaluation and 

security study demonstrate performance advantages in the light-weight access control architecture, minimal 

network latency, and high levels of security and data privacy when compared to the current data sharing models. 

 

1. INTRODUCTION 

Based on peer-to-peer communication technology, network theory, and cryptography, blockchain is a paradigm-

shifting technology that has arisen during the past ten years. The current blockchain architecture still has several 

flaws, nevertheless, which preclude widespread commercial implementation of the technology. The necessity 

for each blockchain node to store a copy of the distributed ledger is a significant restriction. This storage need 

quadratically rises with the number of transactions, which finally limits the scalability of a blockchain system. 

 

2. PROPOSED SYSTEM 

In this work, we merely save one block rather than the complete transaction of blocks. To ensure the security of 

the block author, the block will be converted into SHAMIR share, and all SHAMIR share will subsequently be 

disseminated across all available nodes. All shares from nodes will be obtained by the reconstruction 

application, which will then use SHAMIR SECRET to retrieve the original block data. When producing the 

secret polynomial, which is applied to the block data, and when obtaining the original value, reverse polynomial 

is used. If any shares are lost or return wrong values, reconstruction will fail. 

 

3. SYSTEM MODEL 

This part introduces the system architecture as well as the concept of data uploading and sharing in our system. 

The goals of this paper's design are also highlighted. The mobile cloud-based, block chain-based e-health 

system is depicted in fig 1. fig 2: The data flow of the proposed mobile cloud block chain system. 
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Fig.1.An overview of the mobile cloud-based, block chain-based e-health system. 

 
 

 
Figure.2.The data flow of the proposed mobile cloud block chain system. 

 

We consider an e-health scenario in which, as shown in Fig. 1, patient records are obtained from a network of 

local gateways and stored on a public cloud for exchange with healthcare providers. E-health records may 

contain personal data and medical history that patients have provided. With an area ID AID and a distinct 

patient ID PID, patients are categorised according to where they currently reside. In this paradigm, we assume 

that the patient is the local user who controls the private wearable sensor network. We also expect that a mobile 

application built into the patients' smartphones will be able to gather EHRs from wearable body sensors. 

Consequently, a patient's block chain address may be written as Addr= {AID, PID}. We advise just storing 

patient addresses on block chain due to the impossibility of storing vast amounts of medical data there, with the 

remainder being saved on decentralised cloud storage. A cloud EHRs manager ME is also suggested to handle 

medical records.  

 

4. EXPRIMENTAL RESULTS 

To establish our EHRs sharing system, we first built a private Ethereum block chain on AWS, as depicted in 

Fig. 11. Data access and transaction logs are kept and displayed on the web interface for monitoring reasons. 

We used smart contracts, IPFS storage, network entities, and links to mobile apps when building our e-health 

system, all of which are based on block chain configurations. We controlled the EHRs sharing system using 

these settings, and we evaluated the performance of our architecture using the two important performance 
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indicators of network overheads and access control. 

4.1 ACCESS CONTROL PERFORMANCE 

To assess the effectiveness of our EHRs sharing approach with a planned access control, we provide two use 

scenarios with authorised and unauthorised access (Fig. 12). The purpose of our framework is to give efficient 

access to EHRs via the cloud for authorised parties (such as healthcare providers) while being able to prevent 

unauthorised access to our EHRs resources. A mobile user, such as a doctor who wants to examine his patients' 

EHRs in the cloud, can utilise our mobile application with a mobile user interface to create an Ethereum account 

and register user information for interacting with the blockchain (Fig. 12(a)). Once his request has been granted, 

he now starts a transaction to access EHRs by providing the patient's address.  

by the cloud EHRs management.  

 

 
 

Advantages of Proposed System 

1. This can effectively work. 

2. Security is more. 

 

CONCLUSION 

This article suggests a cutting-edge EHR sharing system made possible by mobile cloud computing and block 

chain. Through the deployment of a working prototype, we identify the main shortcomings with the present 

EHR sharing systems and recommend effective strategies to resolve them. The goal of this effort is to create a 
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reliable access control system based on a single smart contract that will regulate user access and ensure the 

efficient and secure sharing of electronic health records. We set up an Ethereum block chain on the Amazon 

cloud, where medical entities can communicate with the EHR sharing system using an Android mobile 

application that has been developed, to test the effectiveness of the suggested strategy. In order to enable 

decentralized data storage and sharing, we additionally combine the block chain with the peer-to-peer IPFS 

storage system. 
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