
JOURNAL OF THE ASIATIC SOCIETY OF MUMBAI, ISSN: 0972-0766, Vol. XCV, No.1(VIII), 2022 

  

1026  

 

BLOCKCHAIN IMPLEMENTATION TO RECORD THE PASSAGEWAY 

SYSTEM WITH SECURED DATA, WHILE ACCEPTING CLIENT SELF-

INSTANCE AND CLOUD NON-REPUDIATION 
 
 

1
R. Prapulla Kumar,  

2
V. S. V. Harika,  

3
Kathula. Rajesh,  

4
V.Venkata Sai Karthik 

1,2,3
Dept of Computer Science and Engineering, Sree Venkateswara College Of Engineering, Nellore (Dt), 

Andhra Pradesh, India. 
4
Dept of Electronics and Communication Engineering, Sree Venkateswara College Of Engineering, Nellore 

(Dt), Andhra Pradesh, India. 
 

 

ABSTRACT 

This research work proposes the vehicular social networks (VSNs) support a variety of organizations, including 

as traffic authorities, prosperous roadways, and data exchange. In any event, it poses new security difficulties 

because to its astonishing, enormous expansion, and dynamic connection structure. Secure data transfer has 

become one of these issues in particular. To identify one-to-various data participating in VSNs, cipher text-

methodology quality based encryption (CP-ABE) may be adopted. Standard CP-ABE plans handle and produce 

access procedures through the cold, which requires legitimacy owing to centralization. To solve the a fore 

mentioned issue, we present a simple and secure one-to-many data exchange mechanism in this study. Block 

chain, which acknowledges client self-insistence and cloud non-repudiation, is used to record the tunnel system. 

We provide a persuasive certification scheme taking into account the figurative constraints of the vehicle 

consumer. Meanwhile, we suggest a methodology concealment strategy in light of the problematic facts related 

to the passageway methodology. When a vehicle client doesn't need to share data in VSNs at this time, our 

arrangement maintains data renunciation. 

Keywords: CP-ABE, Vehicular Social Network, data revocation 

 

1. INTRODUCTION 

The Vehicular Uncommonly Selected Association (VANET) aims to set up data exchange far from the cars in a 

dynamic setting. Giving truckers and tourists access anywhere in the city is one of VANET's main objectives 

[1]. Vehicular casual networks (VSNs) maintain a variety of organizations, such as traffic the leaders, road 

prosperity, and exchanging data, as a result of the merging of VANETs and casual associations.  A VSN is a 

temporary or nearby social gathering of individuals who may have comparable requirements, proclivities, or 

interests. Because VSNs have a dynamic association structure, data storing and multi-hop transmission are 

required for sharing data. Customers utilizing VSNs may trade sensitive information such as course information, 

parking information, driver's information, and so on. However, the amount of data that might be leaked in these 

two cycles makes security confirmation essential in VSNs [2-5]. 

Before sharing, scramble the data to ensure security. A workaround is to scramble the data using the public keys 

of other road users, but this is dreadfully ineffective for one-to-many data exchange. Additionally, access 

control plays a key role in data sharing [6–11]. For instance, a male taxi driver who is close to 30 years old has 

to get a confidential voice message from the chairman of the taxi organization. He must fundamentally show a 

route control procedure: A [taxi operator] The clients that fulfill the passageway system can access the data if 

A[more than 30 years old]. One of the complex encryption advancements enabling one-to-many data sharing 

and fine-grained permission management is called as cipher text-methodology trademark based encryption (CP-

ABE).  
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Each cipher text in a CP-ABE system is distinguished by a passage control approach that is specified by the data 

owner, and each customer's private key is linked to his or her own attributes. If and only if his credits are 

sufficient to pass the passage control mechanism, a client may decipher a cipher text. 

The combined data and access control procedure are often shifted to the cloud to better utilization of CP-ABE's 

benefits, implying that the cloud is the only entity that has the authority to grant consumers authorization. As a 

pariah, the cloud isn't entirely trusted, which has the ultimate goal of making the typical CP-ABE designs absurd 

and unstable. 

We must acknowledge distributed induction control in order to address the security issue in standard CP- ABE. 

Block chain is a decentralized rising plan and flow that includes Bitcoin and other electronic money and has 

really attracted real consideration from shifting foundations. Decentralisation, simplicity, self-rule, and 

immutability are the key benefits of blockchain technology. Anything but a record, it captures exchanges 

between two gatherings. 

Since trades cannot be changed after they are recorded, we may utilise blockchain to solve the problem with CP-

ABE as usual. To recognise client self-affirmation and cloud non-repudiation, we can record the passage control 

methodology on the blockchain. In order to defend against attacks that change data, we may also record the hash 

value of the data. 

In conclusion, CP-ABE based on blockchain enables data sharing successfully and safely in VSNs. 

In this effort, we provide a CP-ABE and blockchain-based system for guaranteed and transparent data exchange 

in virtual social networks (VSNs). In our setup, one-to-various data transfer is identified using CP- ABE. While 

this is happening, we employ blockchain to document the data's flow, recognising client self-endorsement and 

cloud non-disavowal. Moreover, we employ a successful certification process while taking into account the 

processing capacities of the VSNs centre. 

 

2. BACKGROUND WORK 

The Massachusetts Institute of Technology was the place where the idea of vehicular relational linkages was 

originally put out in 2006. Additionally, the instructors supported the usage of a framework known as Flosser, 

which divided data among driving partners. From this point forward, several automakers, like GM and BMW, 

included social sharing capabilities to their car architectures. The question of how to establish casual 

connections in VANETs is anything from a problem. A method for creating relational associations based on IP 

Multimedia Subsystem, Machine, and Machine capabilities was presented by Lequerica et al. In their discussion 

of the trust problem in informal networks in VANETs, Abbani et al. A persuasive data transmitting strategy 

based on Local Activity and Social Similarity (LASS) was reported by Li et al.  

The use of validations to share encrypted data in step-by-step connections, such as gathering with partners, was 

suggested by Oliveria et al. In this way, association members establish a level of trust, and reputation may turn 

into compensation for members who behave appropriately when giving data. A security-ensuring confirmation 

display to see networks across flexible centres was proposed by Xu et al. in 2018. In 2019, Cheng et al. 

suggested using three-valued subjective logic to evaluate trust in VSNs. However, the majority of the existing 

designs rely on PKI and are unable to understand one-to-many data exchange and granular permission 

management. 

 

CP-ABE 

Sahai and Waters put out the fluffy personality based encryption (FIBE) scheme in 2004. The owner of the 

information may distribute it among the clients who possess a certain combination of characteristics. The main 

CP-ABE conspiracy was proposed by Bethencourt et al., allowing an information owner to implement access 

control by establishing an access strategy. A multi-specialist ABE conspiracy was proposed by Melissa. His 

work included ascribes that were under the supervision of a number of professionals who might address the 
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problem of a single mark of disappointments. In their revised unscrambling strategy, Green et al. suggested 

isolating clients' mystery keys into trait secret keys and decoding secret keys 

Blockchain 

The blockchain's development was first suggested by Satoshi Nakamoto in 2008. This development's main 

reason is to provide a solution for the dual spending problem. Blockchain is a decentralized developing system 

that has been successful in enlisting the secretive Bitcoin and other cryptographic forms of money. It has also 

attracted more attention from shifting foundations. Blockchain's decentralization, openness, freedom, and non-

modifying nature are its key characteristics. Gavin Wood finished in 2014. 

We describe the setup and operation of Rapyuta, an open-source cloud mechanical innovation stage, in this 

study. Rapyuta assists robots with offloading substantial computation by providing them with flexible cloud-

based enrolling conditions. The handling circumstances also permit the robots to access the Robo Earth data 

vault conveniently. Furthermore, these enlisting conditions are solidly interconnected, preparing for association 

of mechanical gatherings. More specifically, we show three typical use cases, a few benchmarking and 

execution results, and two proof-of-concept displays. 

Note to Practitioners - Rapyuta grants to re-fitting a couple or the sum of a robot's locally accessible 

computational cycles to a business worker ranch. Its essential differentiation to other, that amount constructions 

like the Google App Engine is that it is unequivocally red one towards multi-process high-move speed 

mechanical innovation applications/ middlewares and gives an inside and out announced open-source execution 

that can be adjusted to cover a tremendous variety of robotized circumstances. Rapyuta maintains there-

appropriating off or all intents and purposes the whole of the current 3000+ ROS packages out of the cart on and 

is successfully extensible to other mechanical middleware. A pre-presented Amazon Machine Image (AMI)is 

given that licenses to dispatch Rapyuta in any of Amazon's worker ranch in the blink of an eye. Once 

dispatched, robots can confirm themselves to Rapyuta, build up in any event one got computational conditions 

in the cloud and dispatch the best center points/measures. The preparing conditions can similarly act naturally 

confidently connected with a mass equivalent figuring plans on the fly. The Web Socket-based correspondence 

show, which gives facilitated and unconventional correspondence frameworks, licenses ROS based robots, yet 

what's more works and mobiles phones to connect with the climate. Rapyuta's preparing environmental factors 

are private,secure, and smoothed out for data throughput. Regardless, its show is in huge part constrained by the 

torpidity and nature of the association affiliation and the introduction of the worker ranch.Improving execution 

under the seneces sities is conventionally uncommonly application-unequivocal. The paper trace sad lineation of 

execution headway in asynergisticceaseless3-Darranging application. Other target applications consolidate 

aggregate 3-Darranging, task/handle master minding, object affirmation, limitation, and tele operation, among 

others. 

 

3. PROPOSED WORK 

Our protected and verifiable data sharing structure subject to blockchain in VSNs consists of six components, as 

shown in Fig. 1: consortium blockchain people (CBMs), a cloud expert association (CSP), trademark trained 

professionals (AAs), an overall confirmation authority (CA), a blockchain, and data customers (DUs). 

Since CBMs are the data owners, they may provide access control strategies to determine who has access to the 

mixed data before sending it to the CSP. In the meanwhile, CBMs must confirm that the CSP received the 

ciphertext precisely. The CBM stores the channel control method, the data's hash value, and the CSP's signature 

as a trade if the value from the CSP is equivalent to the hash used as an impetus for ciphertext. According to 

their status, CBMs are divided into pioneer people and ordinary people on our consortium blockchain. The 

standing is in fantastic shape and has a great definition.  

For instance, it implies years of employment and a wonderful comment in taxi VSNs. In any case, it often 

depends on the vehicle's age and attention to traffic laws. Standard individuals can become pioneers by raising 
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their status. Every CBM regularly maintains the blockchain and can just let innovators to create additional 

squares. 

The CSP obtains and stores the ciphertext before giving the CBM the ciphertext's sign. Additionally, CSP is in 

charge of providing DUs with data access organisation and maintaining their unique mystery keys, which will 

be used to pre-translate the ciphertext. 

A person who is supported by an altogether unique individual is at danger of detecting DUs and developing the 

distinctive mystery keys of DUs inside its association region. Then it transmits to the CSP all of the trademark 

secret keys together with the customer's character uid. In our system, each AA has the ability to control many 

properties, but only one property would have the choice of being managed by one AA. 

CA is the only overall validation master in the hierarchy that is completely trusted. It is responsible for 

providing general notable person help and uid for each valid AA and client. It recognises the enlistment, taking 

into consideration, and customers in the structure. For each endorsed consumer, it creates an unscrambling 

secret key in the meanwhile. In any case, it doesn't take part in any of the leaders' properties or any of the 

characteristic mystery keys' times. 

Data requesters known as DUs are backed by unique identifiers with exceptional overall characteristics. They 

can use the blockchain to check that their attributes comply with the corresponding access scheme before 

accessing the data. As a result of deciphering the ciphertext, they can verify that the data has not been altered. 

Only when the tunnel control system accepts DU's qualities can DU decipher the ciphertext. CBMs in the 

structure can also be DUs in a similar way. 

 
Fig.1:System Model 

Implementation Modules 

Cloud Service Provider 

The CSP receives and stores the ciphertext before sending the CBM the ciphertext's signature. Additionally, 

CSP is in charge of keeping the attribute secret keys for DUs, which will be utilised to pre-decrypt the ciphertext 

and providing data access services for DUs. 

Attribute Authority 

Within its administration domain, AA signed by a global unique identity aid is in charge of recognising DUs 

and creating DUs' attribute secret keys. The CSP receives all of the attribute secret keys together with the 
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matching user's identity uid. In our system, each AA has the ability to control several attributes, but each AA 

can only control one attribute at a time. 

Certificate Authority 

The system has complete faith in CA as a worldwide certificate authority. It accepts the registration of all AAs 

and users in the system and is in charge of providing each legitimate AA and user with a worldwide unique 

identification aid and uid. For each authorised user, a decryption secret key is generated in the meanwhile. It 

does not, however, take part in any attribute management or secret key creation. 

Block chain 

The CSP is monitored via the blockchain. Our solution makes use of a consortium blockchain, whose 

participants are authorised vehicle users. Each block body includes the CSP's signature of the ciphertext, the 

appropriate access policy, and the hash value of the shared data. We employ the Practical Byzantine Fault 

Tolerance (PBFT) consensus technique to thwart malevolent attackers. 

Data User 

DUs are global unique identifiers uids that sign data requesters. Through the blockchain, they may confirm 

before accessing data that their qualities comply with the relevant access rules. They can confirm that the data 

haven't been altered with after decrypting the ciphertext. DU can only decode the ciphertext when its properties 

comply with the access control policy. CBMs can also function as DUs in the system. 

 

CONCLUSION 

In this study, we provide a CP-ABE and blockchain-based method for safe and verifiable data exchange in 

VSNs. We created CP-ABE for our plan in order to implement one-to-many data exchange. In the meanwhile, 

we've created a blockchain to track the data access policies, enabling user self-certification and cloud non-

repudiation. In light of the VSNs node's computational power, we have suggested a strong approach for 

certification. For the purpose of concealing the sensitive data that is part of the access policy, we have created a 

policy concealment scheme. When a vehicle user decides they no longer want to share the data in the cloud, our 

system also facilitates data revocation. Future study will focus on how to speed up the consensus-building 

process. 
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